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DATE: 1/7/2000
SUBJECT: JUST, NCIC, and NLETS
Tel ecommuni cati on

Statement L oo Ao and

Use)

1. PURPCSE AND SCOPE. To revise, update, and expand the rules,
standards, and procedures set forth by the Departnent of Justice,
t he Federal Bureau of Investigation, the National Law Enforcenent
Tel ecomruni cations Systens, Inc. and the Bureau to ensure the
proper operation of the MSSIUST (Message Switching Just)/NC C
(National Crime Information Center)/NLETS (National Law

Enf orcenment Tel econmuni cati on System tel ecomunication systens.

2.  SUWARY OF CHANGES

a. The Overview (Chapter 1) has been updated to include
definitions and functions for the Federal Service Coordi nator
(FSC), the Term nal Agency Coordinator (TAC)and the Term na
Poi nt of Contact (TPCC) .

b. System Termnal, Data and Personnel Security (Chapter 2)
has been expanded.

c. The Sources of Information Sections have been updated.
d. The MSSJUST System (Chapter 3) has been updated.
e. The NCIC Section (Chapter 4) has been updat ed.

f. A Table of Contents, List of Acronynms (Attachnment C), and a
d ossary (Attachnent D) have been added.

3. PROGRAM OBJECTI VES. The expected results of this program
ar e:

a. Location, maintenance, construction, and transm ssion of
messages using the JUST systemw || be acconplished
appropriately.
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b. Background check information through NCIC and NLETS will be

obt ai ned t hrough established procedures.

c. JUST Systemusers wll be trained and certified.

d. Audits of JUST/NCIC systenms will be conducted by Depart nent

of Justice staff.
3. Dl RECTI VES AFFECTED

a. Directives Resci nded

PS 1280. 10 MSSJUST, NCI C, and NLETS Systens Users Quide

(4/ 19/ 96)

b. Directives Referenced

PS 1237. 11 I nformation Security Prograns (10/24/97)

PS 1351. 04 Rel ease of Information (FO A and Privacy Act)
(12/5/96)

PS 1353. 07 Production or Disclosure of FBI/NC C

| nformation (4/19/96)

PS 5800. 11 | nmate Central File, Privacy Fol der, and

Parole Mni-Files (9/8/97)

TRM 5802. 01 SENTRY CGeneral Use Techni cal Reference
Manual (6/1/94)

NCI C Oper ati ng Manual

NCI C Code Manua

NLETS Manual

DA Order 2620.7 Control and Protection of Limted
Oficial Use Information

c. Rules referenced in this Program Statenent are found at

28 CFR 16. 30 t hrough 16. 34.

4. STANDARDS REFERENCED

a. Anmerican Correctional Association 3% Edition Standards for
Adult Correctional Institutions: 3-4097, 3-4098, and 3-4099

b. Anmerican Correctional Association 39 Edition Standards for
Adult Local Detention Facilities: 3-ALDF- 1F-01, 3-ALDF-1F-02,

3- ALDF- 1F- 03
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c. Anerican Correctional Association 2" Edition Standards for
Adm ni stration of Correctional Agencies: 2-CO 1F-02 and
2- CO 1F- 07

d. Anerican Correctional Association Standards for Adult
Correctional Boot Canp Prograns: 1-ABC-1F-01 and 1- ABC- 1F-02

/sl
Kat hl een Hawk Sawyer
Director
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Chapter 1 — OVERVI EW CF THE MSSJUST/ NCI C/ NLETS SYSTEMS

The MSSJUST systemis the nechani smthat provides the Bureau
access to the NCI C and NLETS dat abases. The MSSJUST system began

providing access to NCICin the md-1970s and to the NLETS in
1978.

o The systemis adm ni stered by the Departnent of Justice
Tel ecommuni cations Services Staff (DQJ/TSS). DA is
the Control Term nal Agency (CTA)for the MSSJUST system
as it relates to the NCI C/ NLETS access.

O

A CTAis a state or federal crimnal justice agency on
the NCI C system providing statew de (or equival ent)
service to crimnal justice users with respect to

NCI C/ NLETS access.

The individual at DQJ who is responsible for all NCI C and NLETS
related matters that affect the MSSJUST, is called the Federal
Service Coordinator (FSC). The FSC is responsible for:

provi di ng training;

ensuring that agencies are audited every two years; and
ensuring that user agencies are conpletely informed of
MSSJUST Policy and regul ations; etc.

OO On

DQJ requires each user agency to designate an individual to
function as the TAC (Term nal Agency Coordinator)for the
MSSJUST/ NCI C/ NLETS syst ens.

o) The TAC acts as a |liaison between the DQJ/ TSS and each
termnal location wthin its respective agency.

TACs are responsi ble for:

o conpliance with JUST policies and regul ati ons;

0 initiating and receiving correspondence concerning
MSSJUST/ NCI C/ NLETS bet ween agenci es;

o di sseni nating publications;

o conducting investigations relating to the use/ m suse of
the system

o attendi ng user group neetings;

0 notifying the Federal Service Coordinator, DQJ/ TSS of

TAC changes; and
bei ng avail abl e to answer questions.



PS 1280. 11
1/ 7/ 2000
Chapter 1, Page 2

o

Each agency w |l appoint a TPOC (Term nal Point of
Contact) at each termnal l|ocation. The
MSSJUST/ NCI C/ NLETS Coordi nator is the TPOC at Bureau
facilities. Their responsibilities parallel those of
the TACin addition to those identified in Chapter 3 of
this Program Statenent.

The Departnent of Justice and the FBI's Crimnal Justice

I nformati on Systens(CJI'S) Advisory Policy Board nmandates that
each user agency will conply with the MSSJUST/ NCI C/ NLETS trai ni ng
requirenents.

o) The Bureau nust conply with the training requirenents
set forth in this Program Statenent.

The NCI C provides and nmaintains a conputerized filing system of
accurate and conplete crimnal justice information readily
available to all crimnal justice agencies.

o Crimnal justice information is defined as information
gathered by crimnal justice agencies that is needed to
performtheir legally authorized required functions.
Thi s i ncludes wanted person information; stolen
property information; crimnal history information;
etc.

o

The Bureau uses NClI C when perform ng background checks
on enpl oyees, prospective enpl oyees, and any person who
has a need to visit a Bureau facility.

The NLETS is made up of representatives of |aw enforcenent
agencies fromeach of the 50 states, the District of Col unbia,
Puerto Rico, many Federal |aw enforcenment agencies, and the
Nati onal Insurance Crinme Bureau. There is also a connection to
t he Canadi an Police Information Center files.

The Bureau uses NLETS to access information on drivers’
hi stories, vehicle information, etc. that is used in conjunction
with the NCIC data to perform a thorough background check.

To ensure the proper operation of the MSSJUST/ NCl C/ NLETS syst ens,
Bureau facilities nmust follow the procedures set forth in this
Program St at enent .
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CHAPTER 2 — SECURI TY

2.1 SYSTEM SECURI TY.

The data stored in the MSSJUST/ NCI C/ NLETS systens i s docunented
crimnal justice information and nmust be protected to ensure
correct, legal, and efficient dissem nation and use.

o MSSJUST policy on systemsecurity makes it clear that
all data stored in the NCIC are “DQJ sensitive” and
shoul d be treated as such.

O

DA Order 2620.7 and the Program Statenent on

I nformation Security Prograns establish regul ations for
saf eguardi ng uncl assified but sensitive information

t hat nmust be protected agai nst unauthorized discl osure.

2.2 TERM NAL SECURITY

Adm ni strators nust have term nal devices physically placed in
secure locations. It is incunbent upon an Adm nistrator that has
NCIC termnals to inplenment the necessary procedures to nmake
those termnals secure from any unaut hori zed use.

0 Access to termnals nust be restricted to proficient
Term nal Operator Instructors and Term nal Operators.

0 Any departure fromthis responsibility warrants the
removal of the offending termnal fromfurther NCIC
partici pation.

2.3 DATA SECURITY

a. The person receiving a request for crimnal justice
i nformati on nust ensure that:

0 t he person requesting the information is a Bureau
enpl oyee or an enpl oyee from another crimnal justice
agency, and,

o the requestor does not intend to use the information
for his or her personal use.
b. Individuals should share hard-copy information only with

t hose individuals who are authorized (Crimnal Justice enpl oyees
who have successfully conpleted a background check) to use it.
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o) Al'l copies of crimnal history data obtained from
term nal devices nust be afforded security to prevent
any unaut hori zed access to or use of that data.

o) An unaut hori zed request or receipt of NCIC materi al

could result in crimnal proceedings.

2.4 OPERATORS

Operators nust use termnals only for those purposes which are
aut hori zed. Access to the MSSJUST/ NCI ¢ NLETS systens is provided
only to operators who have conpleted training successfully. Each
i ndi vi dual operator is responsible for the term nal he or she
uses.

Operators nust not:

o Leave informati on on the screen unattended, or

o) Di scl ose their passwords to anyone.
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Chapter 3 — THE MSSJUST SYSTEM

3.1 DEFINTION

The MSSJUST Tel ecomruni cation Systemis a mai nfranme devel oped
"store-and-forward" nessage switching system This system all ows
the transfer of nmessages between the MSSJUST network and Feder al
Gover nment networ ks, ot her agency networks, and all donestic and
international record carrier networks. DQJ/TSS adm nisters the
MSSJUST system It provides connections to automated information
systens such as NCI C and NLETS.

3.2 ESTABLI SHVENT AND RELOCATI ON

The MSSJUST systemis the nechanismthe Bureau uses to access the
NCI C/ NLETS dat abases.

0 Aut hority for the establishnment and rel ocation of the
MBSJUST Systemin the Bureau is del egated to the Deputy
Assistant Director, Information Resource Managenent

(IRV) .

Control of transm ssion of nessages will be assigned to
t hose departnment heads at each facility who have
physi cal control of the MSSJUST equi pnent.

O

3.3 FUNDI NG FOR USE OF THE SYSTEM

Central Ofice funds the nonthly MSSJUST Operation costs for each
site as well as a charge for each nessage transmtted by the NC C
and NLETS systens.

o To access the MSSJUST system each user nust have a
val id MSSJUST/ SENTRY User | D and authorized term nal
access.

3.4 SOURCES OF | NFORVATI ON

a. Mnuals. Conplete instructions for using the MSSJUST
systemare available in the Message Switching System Justice
Tel ecomruni cati ons System (MSSJUST) Mai nframe, User’s Manual
whi ch can be found on BOPDOCS (Bureau of Prisons Docunent
Managenment System).
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b. Admnistrative Questions. Questions regarding policy or
docunent ati on can be addressed directly to the National MSSJUST
Coordi nator (TAC) in the Information Security Prograns Section at
(202) 514- 2049 or BOPNet GroupWse | D BOP-1PP/ NCI C Coordi nat or

c. Printer and systemrel ated probl ens should be directed to
the Ofice of Information Systens, Field Services Section,
Central Ofice at (202)307-1406 or BOPNet G oupWse ID
BOP- | PP/ Conput er Hel p Desk.

3.5 MSSJUST SOURCE CODE

Field Services assigns the MSSJUST TermID to identify an
i ndi vidual term nal on the MSSJUST net wor K.

For exanple, one TermID for the Central Ofice is BPOPS. This
| D may be used for sending nessages to ot her agencies such as
U.S. Marshal Service or U S Attorneys offices on the MSSJUST
net wor K.

3.6 ORI @ NATI NG AGENCY | DENTI FI ER (ORI)

a. An ORI is a nine-character identifier the FBlI assigns to
| aw enf orcenment tel ecommuni cation term nals throughout the
country.

b. Upon receiving an ORI, access to MSSJUST/ NClI C/ NLETS
dat abases is available. For access to these databases, MSSJUST
personnel nust create a record in the ORION (Originating Agency
Identifier on-line Directory) file to establish a termnal as an
MSSJUST/ NCI C/ NLETS user.

c. The ORI is used to:
order fingerprint cards,

send nessages, and,
recei ve nessages.

OO On

Bureau ORIs will always end in the letter "C' for corrections.
The character in the second to last position will be the nunber
"7" if ordering fingerprint cards or the letter "J" if sending a
message t hrough NLETS.

For exanple, one Central Ofice ORI is DC00103JC for the
pur pose of communi cating with other | aw enforcenent agencies
t hrough NLETS. For the purpose of ordering fingerprint cards
fromthe FBI, however, the ORI is DC001037C
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Not e: Wil e each term nal must have a unique ORI to
access the MSSJUST System select primary ORIs to
use when ordering fingerprint cards.

For exanple, if the |ISM Departnent has five MSSJUST term nal s
with five unique ORIs, only one ORI is needed to order inmate
fingerprint cards. Therefore, one is known as a primary
(fingerprint cards and term nal access) and all other ORIs w |
be used for term nal access only.

3.7 TERM NALS

a. Termnal ldentifier (TermID). Each MSSJUST term nal has a
specific address related to its connection on the DQJ term nal
controller and the port on the comunications controller. The
communi cations controller recognizes termnals by port and
term nal control address.

o} This is an inportant point, because if a connector is
noved to a different port on the termnal controller,
the system can no | onger communi cate with that
t erm nal

O

The Bureau point of contact for assignment of a TermID
is the Field Services Section in Central Ofice.

b. Requests for termnal access, ORI’'S, or reporting problens
must be directed through the Conputer Services Manager or
designee to the Field Services Section at (202)307-1406, FTS 367-
1406 or BOP-I1 PP/ Conputer Help Desk in the Public G oup section on
G oupW se.

c. Termnal Relocation. If atermnal is relocated for any
reason, the Field Services Section in the Central Ofice nust be
notified.

d. Termnal Retirenent. |f on-line access to the MSSJUST is
termnated, the Field Services Section in the Central Ofice nust
be notified. They wll notify the Federal Service Coordinator to
retire the ORI for that term nal.

3.8 LOG ON PROCEDURES
After the mainfrane gateway is accessed, the Warni ng Banner is

di spl ayed reiterating the inportance of authorized access to the
syst em
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o) Step 1. Wiile on the Warni ng Banner screen at the
cursor, type in BOPMENU and depress the enter key. The
Tel eview Screen w ||l be displ ayed.

o) Step 2. At the Teleview Screen type in your USER I D,
press the TAB key and type in a PASSWORD. Then depress
the enter key. The Application Selection Menu wll be
di spl ayed.

o Step 3. At the Application Selection Menu Screen press

t he appropriate sel ection nunber key to select the
MSSJUST and depress the enter key. The MSSJUST Main
Menu Screen w il be displayed. This is where the
choice is made to access the NCIC or NLETS. The left
side of the screen is mainly NCIC and the right side is
mai nl'y NLETS.

3.9 ON-LINE HELP

If help is needed, you nay type a question mark in any field at
any tine.

a. Narrative Help. Place a question mark on the command |ine
inthe file nmenu and depress the enter key.

b. Field Help. Place a question mark in the desired field and
depress the enter key.

3.10 MESSAGES

a. View ng nessages fromthe MSSJUST Main Menu Screen can be
acconpl i shed by pressing the function key shown on the MSSJUST
Mai n Menu Screen.

b. To continue view ng nessages press the function key to
di spl ay next nessage or press the CLEAR or PAUSE key to return to
t he MSSJUST Main Menu Screen.

c. Print Messages by pressing the function key to print the
di spl ayed nessage. This prints the entire nessage, not just what
i's appearing on the screen.

d. Reroute nessages directly to the printer by typing
‘* REROQUTE” on the Command Line and depressing the enter key.

e. Cancel nessages going to the printer, at the command |i ne
type “CREROUTE’ and nessages are rerouted to the screen.
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For additional information refer to the Message Sw tching
System Justi ce Tel ecomruni cations System (MSSJUST) Mai nfrane
User’s Manual which can be found on BOPDOCS

3.11 BASI C TRAI NI NG REQUI REMENTS

The Crimnal Justice Information Services Advisory Policy Board
has established a mandatory training program |In part, the
training mandate states that all agencies nust:

0 Initially train, functionally test, and affirmthe
proficiency of term nal (equipnment) operators in order
to assure conpliance with NCIC policy and regul ati ons.

o Bi ennially, provide functional retesting, and reaffirm
the proficiency of termnal (equipnent) operators in
order to assure conpliance with NCI C policy and
regul ati ons.

0 Mai ntain records of all training, testing, and
proficiency affirmation.

o Make avail abl e appropriate training on NCI C System use
for crimnal justice practitioners other than sworn
personnel .

0 Provi de peer-1level training on NCIC System use,

regul ations, policy, audits, sanctions, and rel ated
civil liability for crimnal justice admnistrators and
upper -l evel nanagers.

3.12 FUNDI NG FOR TRAI Nl NG COURSES

DQJ/ TSS provi des Term nal Operator Instructor training and
proficiency affirmation (certification) at no cost to the Bureau.

0 The Bureau facility that is sending staff to be
trained, is responsible for the travel costs and per
diem of their participants.

O

Bur eau personnel are to conduct other training |locally.
I ndi viduals who require training are as foll ows:

Term nal Operator Instructors (Trainer)
Term nal Oper at or

Adm ni strators

Practitioners
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3.13 TERM NAL OPERATOR | NSTRUCTOR (TO') TRAI NI NG AND PROFI Cl ENCY
AFFI RVATI ON REQUI REMENTS MANDATED BY DQJ ar e:

a. Conplete successfully a three day MSSJUST/ NCl C/ NLETS cour se
adm ni stered by DQJ/ TSS.

b. Score 90% or above on the DQJ/TSS test to affirm
proficiency (certification).

c. Be retested prior to the end of the two-year period from
the date that the DQJ/ TSS cl ass was taken. This test nust not be
self adm nistered. |If there is not another qualified TO in the
facility to adm nister the exam the Enpl oynent Devel opnent
Manager will admnister this test to the TO.

d. Score 90% or above on the retest to reaffirmproficiency.

e. Be retrained and retested, if they fail to score 90% on
ei ther exam(DQJ/ TSS or Biennial) within prescribed tinme franes.

f. Be retrained and retested, if they do not retest
bi enni al | y.

g. Take the two-day DQJ/ TSS Refresher Training course every
four years to reaffirmproficiency (certification). This course
must be taken before the end of the fourth year fromthe date the
TA took the last DQJ/ TSS training. For exanple, the DQJ/ TSS
training is taken 11/15/99, the Refresher Training must occur
prior to 11/15/2003.

h. Conduct all in-house proficiency (certification) training
for MSSJUST/ NCl C/ NLETS systemusers. This training will be a
m ni mum of ei ght hours.

i. Provide the EDM EDA with docunentation of staff conpleting
training/testing satisfactorily.

J]. Do not provide in-house training, if they do not score 90%
or higher on either test (DQJ/TSS or biennial) within the
prescribed tine frane.

Special Note: |If a person scores bel ow 90% but above 70% on
the DQJ/ TSS exam for Term nal Operator
I nstructors, he or she may not provide
NCI C/ NLETS training but he or she can perform
as a term nal operator.
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3.14 TERM NAL COPERATOR (TO TRAI NI NG AND PROFI Cl ENCY AFFI RVATI ON
REQUI REMENTS MANDATED BY DQJ are as foll ows:

a. Conplete successfully eight hours of in-house training
provided by a proficient (certified) Term nal Operator
| nstructor.

b. Score 70% or above on the test given for Term nal Operator
i n-house training.

c. Be retested biennially (every two years) with a m ni num
score of 70%to reaffirmproficiency (certification).

d. Retest prior to the end of the two-year period foll ow ng
t he ei ght hour in-house training. Subsequent training nmust occur
prior to the end of a two-year period fromthe date of the |ast
test.

e. Be retrai ned and retested:

o} If they fail to score the m ni mum 70% on t he
bi enni al retest and they do not take the biennial test
within the prescribed tine frane.

Special Note: A termnal operator’s access to NC C NLETS
nmust be di sabl ed under the follow ng
condi tions:

. They fail to be retested every two years
or
. They fail to score 70% w thin the

prescribed tine frane.

3. 15 TRAI NI NG REQUI REMENTS FOR ADM NI STRATORS ( EXECUTI VE STAFF
DOMN TO DEPARTMENT HEAD LEVEL) MANDATED BY DOQJ:

Adm ni strators nust view a 17 m nute JUST training video for
Adm nistrators titled: “The Justice Tel econmuni cati ons System
(JUST): Your Access to Tinely & Accurate Information.” The
purpose of this training is to informadm nistrators about the
MSSJUST/ NCI C/ NLETS regul ations, policy, audit requirenents,
sanctions, potential civil liability issues, and key issues that
af fect the Bureau.

There is no requirenent for the Adm nistrators to view the video
again after the initial view ng.
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3. 16 PRACTI TI ONER TRAI NI NG AND PRCFI CI ENCY AFFI RVATI ON
REQUI REMENTS MANDATED BY DQJ:

Al staff that receive, contribute and benefit fromdata that is
extracted fromthe MSSJUST/ NCl C/ NLETS dat abases.

o) Must view a JUST training CD ROM for Practitioners and
take a test. They are not required to view the CD ROM
again after the initial viewing nor is retesting
required. There is no pass or fail score for the test.

3.17 RESPONSI Bl LI TI ES MANDATED BY DQJ/ BOP FOR TRAI NI NG, ETC.:

a. The National MSSJUST/ NCI C/ NLETS Coordi nator (TAC) nust:

o) Be a liaison between the Bureau and DQJ

o Provi de technical program assistance to Bureau
Per sonnel

o Mai ntain a copy of the video for Adm nistrator training
and the CD ROM for Practitioner training.

5 Mai ntain responsibility for ensuring the program
operates within DQOJ/ Bureau established guidelines at
the National |evel.

o Notify the Federal Service Coordinator, DQJ/ TSS of

Term nal Agency Coordi nator (TAC) changes.
b. The CEOw Il select one staff nenber for each institution,
region, Community Corrections office, and division to performthe
duties of the facility's MSSJUST Coordi nat or.

c. The Facility MSSJUST Coordi nator (TPOC) mnust:

o) Act as liaison between the Term nal Agency Coordi nat or
(TAC) and BOP MSSJUST/ NCl C/ NLETS users.

o) Initiate and receive correspondence concerning
MBSJUST/ NCI C/ NLETS.

o) Have all NCI C users read and sign for this Program
St at enent .

o) Notify the Term nal Agency Coordi nator (TAC) of
Term nal Point of Contact changes.

o Mai ntain a copy of the JUST/NCI C/ NLETS User Trai ning

and Proficiency Roster for audit purposes. The roster
i ncl udes:

t he nane of the trainee,
the course code and titl e,
t he nunber of training hours,

OO On
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the proficiency date,
reaffirmation date, and
date of expiration for each

[eNeNe}

Request a copy of the JUST/NCI C/ NLETS User Training and
Proficiency Roster, if the EDMEDS fails to furnish the
report quarterly.

Revi ew t he JUST/ NCI C/ NLETS User Trai ning and
Proficiency Roster to ensure that all users of the
MSSJUST/ NCl C/ NLETS system are proficient.

Ensure that MSSJUST/ NCI C/ NLETS term nal access is

di sabl ed for any individual that is no | onger deened
proficient (has not been tested biennially, did not
score the required mninmum did not take refresher
training).

Provi de the Conputer Service Manager (CSM or Field
Services, as appropriate, wth a request to update an

i ndividual’s Tel eview Session Profile when that person
has successfully conpleted training. This wll enable
that individual to access the MSSJUST system

Ensure that Adm nistrators view the JUST training

vi deo.

Ensure that Practitioners view the training CD ROM and
take the test.

Mai ntain responsibility for ensuring the | ocal program
operates within DQJ/ Bureau established guidelines.
Contact the EDM EDS to schedul e the nmandat ed
MBSJUST/ NCI ¢/ NLETS training for Term nal Operator
Instructors, Term nal Operators, Adm nistrators and
Practitioners.

Ensure that the TO's proficiency is reaffirned
(retested biennially and retrained and retested every
four years). If biennial testing is required, contact
the EDM EDS to schedul e/ coordi nate the training.

Enpl oyee Devel opnment Manager/ Speci al i st (EDM EDS) nust :

Ensure that staff nom nated by the Facility MSSJUST
Coordi nator (TPOC) are trained through in-house and
DQJ/ TSS adm ni st ered courses.

Mai nt ai n docunentation (name, course code, date of test
and score)on all conpl eted MSSJUST/ NCI ¢/ NLETS training
for keying purposes.

Update an enployee’s training record with the
fol | ow ng:
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(1) 24 hours of training credit for successfully
conpleting the 3-day DQJ/ TSS MSSJUST/ NCl C/ NLETS

trai ning course 40111 for Term nal Operator

| nstructors.

(2) two hours of training credit when a Term nal
Operator Instructor successfully conpl etes course
42111 for biennial retesting.

(3) 16 hours of training credit when Term nal
Operator Instructors successfully conpl ete course
42108 for refresher training.

(4) eight Hours of training credit when an individual
successfully conpl etes course 42107 for the in-house
training of Term nal Operators.

(5) two hours of training credit when a Term nal

Oper ator successfully conpl etes course 42112 for

bi enni al retesting.

(6) one hour of training credit for course 42110 after
training a staff nenber using the MSSJUST training
video for Adm nistrators.

(7) two hours of training credit for course 42109 after
training a staff nenber using JUST CD ROM f or
Practitioner training and testing.

Ensure that the biennial testing of TO’'s/TO s, is
conducted upon notification fromthe Facility MSSJUST
Coor di nator (TPCC) .

Monitor all requested training to ensure that it is
conpleted in a tinely manner

Provi de the MSSJUST Coordinator (TPOC) with the
MBSJUST/ NCI ¢/ NLETS User Training and Proficiency Roster
quarterly or when requested. The roster nust include
all MSSJUST users including the Term nal Operator

i nstructors.

3. 18 MSSJUST AUDI T COVPLI ANCE | SSUES

DQJ/ TSS staff will conduct audits at Bureau sites. TSS w |
contact the CEO at each facility. They will exam ne the
followng five areas to ensure that the Bureau conplies.

Physi cal Security.

Are termnals located in a secure area?
Are visitors screened?
Are visitors escorted?
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b. Technical Security.

. Are proper technical safeguards in place for access
control ?
. A termnal test is conducted to ensure that entries

cannot be nmade into NCIC on Bureau MSSJUST term nal s.

c. Personnel Security.

. What type of background investigation is conducted for
term nal operators?

. What procedures are in place to ensure only authorized
personnel are using the MSSJUST/ NCI C Syst enf

d. Interstate ldentification Index (I11).

. Are purpose codes and the attention field being used
correctly?

. Is I'll being used only for crimnal justice or crimnal

justice enpl oynent purposes?
e. MSSJUST Trai ni ng.

. VWho uses the MSSJUST/ NCI C syst en?

. Have term nal operators received any MSSJUST/ NCl C
trai ni ng?

. Revi ew trai ni ng docunent ati on.

. Have adm nistrators or peer-|level personnel received

any MSSJUST/ NCI C trai ni ng?

Not e: The Departnent of Justice, Tel ecomrunication
Services audit staff, does not reference Bureau
policies when conducting their reviews.
Therefore, their assessnent may not parallel that
of a Program Revi ew conducted by the Bureau.

Addi tional information regarding the MSSJUST System can be
found in the Message Switching System Justice Tel econmuni cati ons
System (MSSJUST), Mainfranme User’s Manual on BOPDOCS.
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CHAPTER 4 — NCI C
4.1 DEFI NI TI ON

NCIC is a nationw de conputerized information system contai ni ng
files maintained by the FBI. The NCI C data bank can best be
described as a conputerized i ndex of docunent information
concerning crinme and crim nal s.

o} The NCIC files are grouped by stolen property, people,
general, and crimnal history (111).

0 The nost inportant information to Bureau operations is
contained in the followng files:
. Interstate Identification Index (I11)
. Want ed Person Files

4.2 SOURCES OF | NFORVATI ON

a. Mnuals. Conplete instructions for use of NCIC are
avai lable in the NCI C Operating Manual and the NCI C Code Manual .
These manual s are avail abl e on BOPDOCS.

b. Admnistrative Questions. Questions regarding policy or
docunent ati on can be addressed directly to the National
MSSJUST/ NCI ¢/ NLETS Coordi nator (TAC) in the Information Security
Prograns Section at (202)514-2049 or BOPNet G oupWse ID
BOP- 1 PP/ NCI C Coor di nat or .

c. Printer and System Rel ated Probl ens should be directed to
the Ofice of Information Systens Hel p Desk, Field Services
section in the Central Ofice at (202)307-1406 or BOPNet
G oupWse | D BOP-1 PP/ Conput er Hel p Desk

4.3 SECURITY AND CONFI DENTI ALI' TY OF CRI M NAL HI STORY RECCORD
| NFORMATI ON OBTAI NED VIA THE | 1|

Crimnal history data from NCI C conputerized files are nmade
available to crimnal justice agencies for crimnal justice
pur poses only which includes investigation and enpl oynent
screeni ng.

a. Termnal Qperators nust have a conpl eted and si gned
Authority for Release of Information formor an Authorization for
Rel ease of Information, NCI C Check formin their possession
before running an NCI C check. However, this does not apply if
the NCI C check is being done on an innmate.
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b. Copies of IIl data obtained fromterm nal devices nust be
af forded security to prevent any unauthorized access to or use of
t he data.

C. Il records nust be maintained in a secure records
envi ronnent .

d. 11l requests and replies for inmates nust be printed and
filed in the Inmate Central File in top of Section 5, Privacy
Fol der, Freedom of Information Act (FO A) Exenpt Material to
reflect the existence of the request and its date.

4.4 | NDI VI DUAL ACCESS, REVI EW AND CHALLENGE OF |11 DATA

a. IlIl will not be used for accessing a record to be viewed
and/ or challenged by the subject of the record.

Record requests for this purpose nust be submtted in witing
to either:

(1) FBI Crimnal Justice Information Services (CJIYS)
Division in accordance with the procedures set forth in
28 CFR, Part 16, Subpart C, Section 16.30 through
16. 33,

(2) The Program Statenment on Production or D sclosure of
FBI/ NCI C I nformation, or

(8) The state of record.

b. Individuals who wish to challenge the accuracy of their
crimnal history record and want changes, corrections or updating
of the alleged deficiency, nust follow procedures set forth in
28 CFR, Part 16 Subpart C section 16. 34.

4.5 SECONDARY DI SSEM NATION OF NCIC II1 DATA
1l data di ssem nated to:

(1) another crimnal justice agency,

(2) an individual within another crimnal justice agency,
or

(3) anyone legally entitled to receive such information who
is outside the original receiving agency is known as
secondary di ssem nation
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o Secondary di ssem nation of IIl data nust be
recorded. The notation should include, at a
m nimum the date the information was given, the
reason, and the nane of the recipient.

0 If the information pertains to an inmate, a

notati on must be placed in Section 5 of the Innmate
Central File.

4.6 ON-LINE | NQU RY

a. On-Line Inquiry Purpose. The purpose of an on-line inquiry
is to request a search of an NCIC file(s) for a record possibly
identifiable with informati on available to the inquiring
facility. There are two types of on-line inquiry nessages: a “Z”
inquiry and a “Q inquiry. The Bureau nakes only “Q@ inquiries.

b. Negative Response to an On-line Inquiry. A negative
response is transmtted when NO RECORD MATCH is found in NCIC. A
negati ve response in a person file inquiry (Foreign Fugitive,

M ssing Person, Wanted Person, etc.) contains the ORl of the
inquiring facility followed by a NO NCI C WANT. A negative
response to a property file inquiry contains the ORI of the
inquiring facility foll owed by a NO RECORD response.

c. Positive Response to an On-line Inquiry. A positive
response is transmtted when a record(s) is found in NCl C

o} The positive response is referred to as a “hit.”

Hit confirmation procedures are defined belowin Section 4.7.
The positive response is addressed to the facility making the
inquiry with its ORI followed by the record(s) and an
i nstructional nessage.

d. PURPOCSE CODE for use with On-line Inquiries. NCC
transactions require a Purpose Code before the transaction can be
processed. The Purpose Code will either be "C' for crimnal
justice purposes, or "J" for crimnal justice enploynent
pur poses.

Pur pose Code J will only be used when conducting NCI C and NLETS
checks on part-tine or full-tinme Bureau enpl oyees. Purpose Code
Cwll be used for all other inquiries including those pertaining
to investigations on hal fway house enpl oyees, visitors and
contractors at Bureau facilities, etc.

e. MESSACE KEY CODES for use with On-line Inquiries. Message
Key Codes used for conducting background checks on visitors,
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vol unt eers, prospective enpl oyees, inmates, contract enpl oyees,
and others are as foll ows:

(1) NAC"QH (Query History) inquiry is used to determ ne

whet her an individual has an identifiable record in I11. A
“no record” response does not nean that a person does not
have a record at the federal, state, or local level. The

search criteria are as foll ows:

0 At least a State ldentification nunber (SID), FB
nunber, or Nane

o) The Purpose Code C or J is mandatory

o) The Attention Field is mandatory. It must contain

the person’s nane submitting the transaction
foll owed by the nanme of the person that wll
ultimately receive the report

(2) NCIC*"QR (Query Record) inquiry is used to request a
specific detailed crimnal history record fromthe FBlI and
participating states maintaining such a record. One of the
followng is required:

o) FBI Nunber

0 SI D Number

(3) NCIC*“QN (Query wanted) inquiry is used to query
wanted and all people files. The search criterion is as

fol | ows:
0 Nanme, Sex, Race, Date of Birth (DOB)
o Nanme, Sex, Race, DOB, and Social Security Nunber
(SSN)
o) Nanme and SSN
o Name and MNU (M scel | aneous Nunber)
o) SID (State ldentification Nunber)or Nane and SID
o FBI Number or Nane and FBI Nunber

4.7 H'T CONFI RVATI ON PROCEDURES

Confirmng a hit neans that the Bureau nmust contact the agency
entering the record to ensure that:

o the person or property inquired upon is identical to
the person or property identified in the record,;
ensure that the warrant, m ssing person report, or
theft report is still outstanding; and,

pe
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obtain a decision regardi ng

(a) the extradition of a wanted person when
appl i cabl e;

(b) information regarding the return of the m ssing
person to the appropriate authorities; or

(c) information regarding the return of stolen
property to its rightful owner.

Hit confirmation procedure is based on two levels of priority:

0 Priority one (1) “Urgent” and
0 Priority two (2) “Routine”.

A “hit” for Priority one (1) inquiries nust be confirnmed in 10

m nutes and for Priority two (2) inquiries in one hour. NC C FB
policy mandates very specific procedures that are identified
bel ow for responding to "hits."

Wi |l e the Bureau does have authority to nmake arrests in certain
situations, the regulations stated in the NC C Manual are not
directly applicable since other | aw enforcenent agencies
generally handl e arrests for the Bureau.

The foll ow ng procedures have been devel oped for staff to follow
when a "hit" is made in the NCIC Wanted Person Fil e:

0 Step 1. If the person under investigation clearly does
not match the individual in the wanted person record,
no action should be taken. It is, however, often

difficult to determne if the individual being
i nvestigated and the individual in the wanted person
record are the sanme person

In this event, additional information should be
obtained to determne if the hit is positive. For
exanple, it may be hel pful to obtain additional

physi cal characteristics fromthe agency which entered
t he wanted person record or it mght be useful to
obtain the driver's |license nunber of the person being
investigated. |If the staff nmenber has reason to
believe that the person under investigation matches the
person identified in the wanted person record, the
enpl oyee nmust take action to notify the agency which
entered the record into NC C
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Step 2. Advise the CEO of the "hit" and advi se hini her
that it is necessary to contact another |aw enforcenent
agency regarding a possible arrest as a result of an
NCI C Wanted Person File inquiry.

Step 3. An Admnistrative Message (AM shoul d be sent
via NLETS to the ORI of the |aw enforcenent agency
which entered the "want™ in NCIC to confirmthat the
warrant or theft report is still outstandi ng and
determine if there has been a decision regarding
extradition of the person or return of the property.
The ORI is listed on the wanted person record. The AM
transaction will be keyed on the MSSJUST System using
the Main Menu to access the Adm nistrative Message
screen.

At a mnimum the nessage will state the foll ow ng:

. name and phone nunber of the facility sending
t he nmessage;

. name of the SIS Lieutenant or other
desi gnated Bureau staff who will coordinate
matters;

. name of the person in the wanted person
record.

Since the Bureau presunmably will not neke the arrest,
the name and | ocation of the closest |aw enforcenent
agency with power of arrest also will be indicated in
t he nessage being sent.

Step 4. An AMincluding the appropriate information
will be sent to the ORI of the closest |aw enforcenent
agency with arresting authority, to notify the agency
that it may be contacted in the future about the
possibility of arresting the wanted person in question.

Step 5. A copy of the Adm nistrative Messages sent to
each of the |l aw enforcenent agencies is to be

mai ntai ned for the record and protection fromcivil
l[itability. The SIS Lieutenant or other designated
staff, is to maintain a copy of the Adm nistrative
Message.

Step 6. The | aw enforcenent agency entering the record
shoul d respond i nmedi ately and advise the Bureau as to
whet her the individual should be detained and
extradited. Appropriate action is then taken based on
t he response.
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4.8 NCI C DATA AND PROBABLE CAUSE

An NCIC hit alone is not probable cause to arrest but indicates
that a stolen property report, mssing person report, or warrant
has been filed. A hit is but one fact conprising sufficient

| egal grounds for probable cause to arrest.

4.9 THE DI SPOSI TI ON OF NCI C REPLI ES.
If an NCIC IIIl report is printed, and the data does not match the

person or property inquired upon or the report is not needed, it
nmust be shredded.
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CHAPTER 5 — NLETS

5.1 DEFI N TION

NLETS is a nonprofit organi zati on whose purpose is to provide
interstate conmuni cations to | aw enforcenent, crimnal justice,
and ot her agencies involved in enforcenent of |aws.

The NLETS system supports inquiry into state notor vehicle,
drivers’ license, and crimnal history databases. States
mai ntai n i nformati on on m sdeneanors and ot her | ess serious
of fenses that are not available through NC C

Through NLETS, Bureau facilities can communicate with and nmake
requests of any | aw enforcenent agency that subscribes to NLETS.

5.2 SOURCES OF | NFORVATI ON

a. Manuals. Conplete instructions for use of NLETS are
avai l able in the NLETS USER GU DE which is avail abl e on BOPDOCS

b. Admnistrative Questions. Questions regarding policy or
docunent ati on can be addressed directly to the National MSSJUST
Coordi nator (TAC) in the Information Security Prograns Section at
(202) 514- 2049 or BOPNet GroupWse | D BOP-1PP/ NCI C Coordi nat or

c. Printer and systemrel ated problens should be directed to
the Help Desk in the Field Services Section at (202)307-1406 or
BOPNet G oupW se | D BOP-1PP/ Conputer Hel p Desk

5.3 MESSACGE KEY CODES

Message Key Codes are used when nmeking inquiries in the NLETS
dat abase. The follow ng are used when:

o) Runni ng a background check on an individual or
o) Responding to a hit.

a. NLETS “1 @ (query state crimnal history index) is used to
query state databases to determ ne whether the individual being
investigated has a state crimnal history record. The inquiry
shoul d be directed to the state where the individual currently
resides and any state where they resided previously.
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To query the state use the individual’s Social Security Number
(refer to Attachnent A). The first three digits of the

i ndi vidual’s Social Security nunber identifies which state to be
queri ed.

b. NLETS “FQ (query full crimnal record) is used to obtain
an individual’s record froma state. The destination field and
the SID (State Identification code) are required to execute this
t ransacti on.

c. NLETS “KQ@ (query driver history information) is used to
obtain a driver's history record when the driver’s |icense nunber
is knowmn. This may be useful because the record may contain
information on DW convictions and speedi ng viol ati ons.

d. NLETS “TQ (query origination agency identifier file) is
used to obtain ORI’'s and addresses of federal, state and | ocal
agencies fromthe MSSJUST/ NCI C NLETS dat abases. Wen the ORI is
known, a nessage can be sent to the agency's tel ecomuni cations
address: the ORI.

If the ORI is not known, key in the nanme of the state and the
locality. The ORI's for agencies in that locality will be
di spl ayed.

e. NLETS “AM transaction code is used to transmt
Adm ni strative Messages. An Adm nistrative Message (AM is a
crimnal justice related point-to-point formnessage. This
message may be asking for information or assistance or it may be
in response to a request from anot her agency.

0 The AM nessage is used when responding to a “hit.”
) An NLETS Destination nmust be entered. It may be a

m xture of any existing Regional codes (Attachment B),
two character point-of-entry codes (i.e., TX NY, FB
etc.) or a nine-character ORI currently accepted by the
NLETS conputer.

f. NLETS “ORI” (Originating Agency ldentifier) is required
when:

(1) responding to a "hit,”

(2) sending an Adm nistrative Message (AM, or

(3) requesting information fromlaw enforcenent agencies
t hroughout the country.

Details for the above transactions and additional information
can be found in the NLETS USERS GU DE



The follow ng table shows the state of

Soci al

security nunbers.

Soci al
Security
Nunber

001- 003
004- 007
008- 009
010- 034
035-039
040- 049
050-134
135-158
159-211
212-220
221-222
223-231
232-236
237- 246

247-251
252- 260
261- 267

268-302
303- 317
318-361
363- 386
387-399
400- 407
408- 415
416-424
425- 428

429- 432
433-439
440- 448
449- 467

State
I n Whi ch
| ssued

New Hanpshire
Mai ne

Ver nont
Massachusetts
Rhode | sl and
Connect i cut
New Yor k

New Jer sey
Pennsyl vani a
Mar yl and

Del awar e
Virginia

West Virginia
North Carolina
(al so 232)
Sout h Carolina
Ceorgi a

Fl ori da

(al so 588-595)
Chio

| ndi ana
[11inois

M chi gan

W sconsi n

Kent ucky
Tennessee

Al abanma

M ssi ssi ppi
(al so 587-588)
Ar kansas
Loui si ana

Ckl ahoma
Texas

Security Number
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Codes

i ssuance for soci al

Soci al State
Security In Wich
Nunber | ssued
468-477 M nnesot a
478- 485 | owa
486- 500 M ssour
501-502 Nort h Dakot a
503- 504 Sout h Dakot a
505- 508 Nebr aska
509-515 Kansas
516- 517 Mbont ana
518-519 | daho
520 Wom ng
521-524 Col or ado
525 New Mexi co
(al so 526-585)
526 Ari zona
(al so 600-601)
528-529 Ut ah
530 Nevada
531- 539 Washi ngt on
540- 544 Oregon
545-573 California
574 Al aska
575-576 Hawai i
577-589 District of Col unbia
580 Virgin |Islands
580- 584 Puerto Rico
586 Pacific Territories
587-588 M ssi ssi pp
(al so 425-428)
600- 601 Ari zona
602- 626 California
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NLETS Regi onal Broadcast Codes

NLETS transactions with the follow ng region codes in the
DESTI NATION field will be routed to each of the states identified
bel ow.

Region A (Code is "Al") Region B (Code is "B1")
Connect i cut District of Col unbia
Mai ne Del awar e
Massachusetts Mar yl and
New Hanpshire New Jer sey
Rhode | sl and New Yor k
Ver nont Pennsyl vani a
FBI FBI
Postal |nspection Service Postal |nspection Service
Region C (Code is "C1") Region D (Code is "D1")
Kent ucky Al abama
North Carolina Ar kansas
Sout h Carolina Fl ori da
Tennessee Ceorgi a
Virginia Loui si ana
West Virginia M ssi ssi pp
FBI Puerto Rico
Postal | nspection Service FB
Mai n Justice (DQJ)
Region E (Code is "E1") Region F (Code is "F1")
| ndi ana | owa
[11inois M nnesot a
M chi gan Mont ana
M ssouri Nebr aska
Chio Nort h Dakot a
W sconsi n Sout h Dakot a
FBI Wom ng
FBI
Region G (Code is "G1") Region H (Code is "H1")
Ari zona Al aska
Col or ado California
Kansas Hawai i
New Mexi co | daho
Ckl ahoma Nevada
Texas Oregon
Ut ah Washi ngt on
FBI FBI

TECS (Treasury Systen)
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ACRONYM LI ST
AM Adm ni strative Message
BOPDOCS Bureau of Prisons Docunents
CHRI Crimnal Hi story Record Information
cals Crimnal Justice Information Services
CSM Conmput er Servi ce Manager
DA Departnent of Justice
EDM Enpl oyee Devel opnment Manager
EDS Enpl oyee Devel opnment Speci al i st
FBI Federal Bureau of Investigation
FQ Full Crimnal Record Query
FSC Federal Service Coordi nator
11 Interstate Identification |Index
I Q State Crimnal History Index Query
| RM | nf or mati on Resour ce Managenent
| SM | nmat e Systens Managenent
JUST Justice Tel ecommuni cations System
KQ Driver History Information Query
MNU M scel | aneous Numnber
NCI C National Crine Information Center
NLETS Nat i onal Law Enforcenent Tel ecomruni cati ons
System
as O fice of Informati on Systens
ORIl Originating Agency ldentifier
H Query Crimnal History I|Index
QR Query Rap Sheet
Qv Query Want ed/ Peopl e
SID State ldentification Nunber
SIS Speci al Investigative Services
TAC Term nal Agency Coor di nat or
TERM | D Term nal ldentification
TO Term nal Oper at or
TA Term nal Operator |nstructor
TPCC Term nal Poi nt of Contact
TQ Query NLETS Originating Agency ldentifier

TSS

File

Tel ecommuni cati ons Servi ces Staff



Hi t

Practitioner

Adm ni strat or

Ter m nal

Ter m nal

Oper at or

Oper at or
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GLOSSARY OF TERMS

| nstructor

A positive response in which
t he person or property

i nqui red upon matches the
person or property in the
response.

An i ndividual who does not use
an MSSJUST term nal but
utilizes data extracted from
NCIC to performtheir

adm ni strative duti es.

Personnel in charge of
enpl oyees using the
Just/ NCl ¢ NLETS dat a bases.

Enpl oyees that are authorized
to query the JUST/ NCI ¢ NLETS
dat abases.

Enpl oyees that are qualified
to train other personnel on
t he use of JUST/ NCl C/ NLETS
systens.



